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Working with Permissions

Carsten Schaefer



In previous chapters, we covered how to visualize an ACL (the current permissions of a
filer or folder). Now you are going to learn how to manage these permissions. Throughout
this section, we will continue to use MyFolder as our example folder.
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How to Assign or Remove Permissions

First, locate the folder or file you want to grant permissions to. Right click that folder. Then

click on “Properties”.

. MyFolder Expand

J PerfLogs

| PowerPrintDesk S[EN D TR
I+ . Program Files Share with »
I+ . Program Files (x Restore previous versions
. Shares Include in library 2
I 1 Spool Pin to Start
I . StorageReports Send to ,
I UserHomes
B 1) Users Cut
B0 usr Copy
B Windows Delete

Rename
Aﬁh Metwork Mew .
b M tsclient Iml

MyFolder Properties

Click on the security tab to view the ACL for the folder. Under “Groups or user names”

click the “Edit” button.

Object name:  C:\MyFolder

I:3I'E)LI|:! ar User names:

52, CREATOR OWNER ~
2, 5YSTEM -
& Schaefer Carsten (SchasferC@G-TAC com) B

,Administmtors (WS52012R2"\Administrators) v
£ m >

To change pemissions, click Edit.

Pemissions far
File Share-Cperatoren Allow Dery

Full control s
Modify v
Read & execute v
List folder cortents g
v
v

Read
Write
Special pemissions w

For special pemmissions or advanced settings,
click Advanced.

L MyFolder Properties -
Previous Versions I Customize | Classification |
Generl | Sharing | Security

[ ok || cancel || sppy

MyFolder ACL properties page
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To remove a user, simply click on that user and press the “Remove” button followed by the
“OK” button.

To add a user, click the “Add” button:

L MyFolder Properties -
Previous Versions I Customize | Classffication |
General | Sharing | Security

Object name:  C:\MyFaolder

Group ar User names:

82, CREATOR OWNER

52, 5YSTEM

3, Schaefer Carsten (SchaeferC@G-TAC comp)
52, Administrators (W520712R2\Admiristrators)
82, Users (WS52012R2\sers)

To change permissions, click Edit.

Pemnissions for CREATOR
OWNER Allow Deny

Full contral

Modify

Read & execute
List folder contents
Read

Write

Special pemissions w

For special permissions or advanced settings,
click Advanced.

| oKk || Cancel | feply

MyFolder permissions properties page

Now you can select the User/Groups you wish to grant access to
MyFolder. The options within the “Select Users or Groups” form are as

follows:

® Object Types: Allows you to filter what type of object you want to assign, in order to
narrow your search.

® Locations: If you are on a Windows Network, you can choose between the local
computer or Active Directory to search for network users in your organization.
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For our example, we are going to type “FileShare-Operatoren” in the “Enter the object
names to select” textbox and then click the “Check Names” button, followed by the “OK”
button.

Select Users, Computers, Service Accounts, or Groups -

Select this object type:

|Users. Groups, or Built-in security principals | | Object Types... |

From this location:
|G-TAC.ccrp || Locations... |

Enter the object names to select (examples):

File Share-Dperatoren Check Mames

o [t ]

Select Users or Groups prompt

“FileShare-Operatoren” now appears on the “Permissions for MyFolder” page. Here you
can choose which permissions to grant the user. Once you assign these permissions, click
the “OK” button. For this exercise, we assigned the “Full Control” permission to the user
from the “FileShare-Operatoren” group. You can also deny permissions using the “Deny”
column.

As a reminder, we do not recommend denying permissions to users. Instead, it is

best to control user access through the groups which they belong to.
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Working with Permissions

Security

Object name:  C:\MyFolder

GI‘OLID ar uUser names:

53, CREATOR OWNER
82, 5YSTEM
& Schasfer Carsten (SchasferC@G-TAC comp)

' 4 File Share-Operatoren (G-TACFile Share-Operatoren)
52, Administrators (W52012R2\Administrators)

82, Users (WS2012R2\Users)
| Add... | | Remave |
Permizsions for
File Share-Operatoren Allow Deny
Full control O -
Modify a |
Read & execute O =
List folder contents O
Read O W
[ ok || Cancal || 2opk

Assigning permissions to the FileShare-Operatoren group

Group now has “Full Control” permissions within the ACL.

L

MyFolder Properties

Previous Versions I Customize | Classification |
General I Sharing | Security
Cbject name:  C\MyFoldar
Group or user names:
52 CREATOR OWNER ~

52 5YSTEM
.& Schaefer Carsten (SchaeferC@G-TAC com)

.gﬂl Administrators (WS2012R2\Administrators) | ~
< m >

To change pemissions, click Edit.

Pemmissions for
File Share-Operatoren

Full cortrol v
Modify v
Read & execute v
List folder contents v
\/
N

Read
Write
Special pemissions

b

For special pemissions or advanced settings,
click Advanced.

0K || Camcel || Appy

MyFolder ACL after assigning permissions to FileShare-Operatoren
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How to Assign Special Permissions

First, locate the folder or file you want to grant permissions to. Right click that folder. Then
click on “Properties”.

. MyFold
R Expand
. PerfLogs
. PowerPrintDesk Open in new window
[, Program Files Share with »
I+ 1. Program Files (x Restore previous versions
- . Shares Include in library 4
I 1) Spool Pin to Start
I+ [, StorageReports Send to »
k. UserHomes
Cut
B 1) Users
C
B usr =
B Windows Delete
Rename
Aﬁh Metwork MNew 4
S -
I (M tsclient I Properties I

MyFolder properties

Click on the security tab to view the ACL for the folder. Then click on “Advanced”.

This is the “Advanced Security Settings” tab, which changed in Windows Server 2012 to
provide an interface that is easier to understand and manage.

In the permissions tab, click on the “Add” button.
Advanced Security Settings for MyFolder = I:'-

Mame: ChMyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) @'Chamge
Permissions Auditing Effective Access ‘

For additional information, double-click a permissien entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
.334 Allow  FileShare-Operatoren (G-TAC...  Full control MNone This folder, subfolders and files
.334 Allow  SYSTEM Full contrel C\ This folder, subfolders and files
.334 Allow  Administrators (WS2012R2VA..  Full centrol C\ This folder, subfolders and files
.334 Allow  Users (W52012R2\Users) Read & execute A\ This folder, subfolders and files
.334 Allow  Users (W52012R2\Users) Special 1Y This felder and subfolders
3, Allow  Schaefer Carsten (SchaeferC... Full control C\ This folder only
82, Allow  CREATOR OWMER Full centrol (3 Subfolders and files enly

Add Remove View

Disable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

Advanced Security Settings for MyFolder
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On the permissions entry page, click on “Select a principal”.

Permission Entry for MyFolder - [o B
Principal: ~ Belect 3 principal
Type: Allow
Appliesto: | This folder, subfolders and files
Basic permissions: Show advanced permissions
Full contral
Maodify
Read & execute
List folder contents
Read
Write
Special permissions
Only apply these permissions to objects and/or containers within this container Clear all
Add 2 condition to limit access. The principal will be granted the specified permissions only if conditions are met.
Add a condition

Permission Entry property page for MyFolder

Choose the user or group you want to grant special permissions to. We will use group
“FSV_Change” for our example. Then click the “OK” button.

Select User, Computer, Service Account, or Group -

Select this object type:

|User. Group, or Builtin securty principal | | Object Types... |

From this location:
|G-T.P¢C.corp || Locations... |

Enter the object name to select (examples):

FSV Change Check Names

o0 ][ s |

Select User or Group prompt
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Once you have selected your user or group, by default, you are presented with the list of
basic permissions. To see the list of advanced permissions, click on “Show advanced
permissions”.

Permission Entry for MyFolder

Principal: ~ FSV_Change (G-TAC\FSV_Change) | Select @ principek

Type: [tow Y]

Appliesto: [ This folder, subfolders and files v

Basic permissions: Show advanced permissions
[ Full control
[IModify

Read & execute
List folder contents
Read

[] Write

Special permissions

[] Only apply these permissions to ebjects and/or containers within this container Clear all

Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Enabling advanced permissions in the Permission entry for the MyFolder
property page

Select the proper advanced permissions for the user and click the “OK” button. For more
details about each advanced permission type, please refer to the previous chapter.

e

Permission Entry for MyFolder

Principal:  FSV_Change (G- TAC\FSV_Change) Select 2 principal

Type [Allow v

Appliesto: [ This folder, subfolders and files ~]

Advanced permissions: Show basic permissions

[] Full contral

[ Traverse folder / execute file
[ List folder / read data
[]Read attributes

[ ] Read extended attributes

[[] Create files / write data

[] Create folders / append data

[] Only apply these permissions to objects and/or containers within this container

[] Write attributes

[T] Write extended attributes
[]Delete subfolders and files
[]Delete

[¥] Read permissians

[[] Change permissions

[] Take ownership

Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Clear all

Choosing advanced permissions for FSV_Change
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You will now see the advanced permissions assigned on the “Advanced Security Settings”
page. Click the “OK” button to complete the process.

Advanced Security Settings for MyFolder = -ﬂ--
Mame: CA\MyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) ‘&“ Change
Permissions Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to [~

Sﬂ Allow  FileShare-Operatoren (G-TA..  Full control MNone This folder, subfolders and files
ﬂ?‘ Allow  FSV_Change (G-TAC\FSV_Ch... Read permissions Mone This folder, subfolders and files | o
. Allow  SYSTEM Full control (&1 This folder, subfolders and files | =
5}{ Allow  Administrators (WS2012R2\A...  Full control L Co Y This folder, subfolders and files

ﬂ]_" Allow  Users (W52012R2\Users) Read & execute [T This folder, subfolders and files -
B Allow  Users (W52012R2\Users) Special A This folder and subfolders

L Allow  Schaefer Carsten (SchaeferC...  Full control E\ This folder only »
<| m || >
| Add | ‘ Remove | | Edit ‘

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object

| 0K H Cancel H Apply ‘

View of advanced permissions set for user Schaeferc
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How to Disable Inheritance

You can disable inheritance for any given file or folder by going to the Security tab within
the properties of that file/folder and clicking on “Advanced” followed by “Disable

H . ”
inheritance”.
Advanced Security Settings for MyFolder = (B -
Name: C:\MyFolder
Cwner: Schaefer Carsten (SchaeferC@G-TAC.corp) 'f‘;\' Change
Permissions Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to ~
82, Allow  FileShare-Operatoren (G-TA..  Full control MNone This folder, subfolders and files
‘\E Allow  FSV_Change (G-TAC\FSV_Ch... Read permissions MNone This folder, subfolders and files
:PJ Allow  SYSTEM Full control €5 This folder, subfolders and files =
3{ Allow  Administrators (WS2012R2\A...  Full control N This folder, subfolders and files
,Jz?_" Allow  Users (WS2012R2\Users) Read & execute 43 This folder, subfolders and files
.Jr_i Allow  Users (WS2012R2\Users) Special N This folder and subfolders
3,_ Allow  Schaefer Carsten (échaeferc‘.. Full control C:‘ This folder clr!l_)_r ) ~
<| [0 || >
[ add || Remove |[ Edt |

["1Replace all child object permission entries with inheritable permission entries from this object

| QK || Cancel H Apply |

Disabling inheritance and replacing child object permissions in the Advanced Security
Settings tab

In next step you have to choose one of the following options. The first option “Convert
inherited permissions into explicit permissions on this object” will copy all inherited
permissions and set them explicitly on this level. This would be the same as if you set all of
these permissions manually.

The second option “Remove all inherited permissions from this object” will remove any
permissions. You must be aware that you have to set permissions now by your own.
Otherwise no permissions will be set on this folder anyway.

Block Inheritance -

L What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent ebject will no longer be applied to this object.

Convert inherited permissions into explicit permissions on
this object.

Remove all inherited permissions from this object.

Cancel
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When administrators and users start changing permissions regularly, some files or folders
can become inaccessible to users and groups that should have access. For this reason,
you can, at any time, go back to the default inherited state by choosing “Replace all child
object permission entries with inheritable permission entries from this object” as seen in
next image.

Advanced Security Settings for MyFolder = -ﬂ--
Name: C\MyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) "F:,“ Change
Permissions Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to L~
33, Allow  FileShare-Operatoren (G-TA..  Full control Mone This folder, subfolders and files
.\ﬂ, Allow  FSV_Change (G-TAC\FSV_Ch... Read permissions MNone This folder, subfolders and files |
B Allow  SYSTEM Full control (1% This folder, subfolders and files =
.9.‘-_'4 Allow  Administrators (WS2012R2\A...  Full control N This folder, subfolders and files
5!, Allow  Users (WS2012R2\ Uzers) Read & execute CA This folder, subfelders and files ~—
H2, Allow  Users (WS2012R2\Users) Special 4 This folder and subfolders
L Allow  Schaefer Carsten (E:haefar(‘.. Full control (:_\_ This folder nr!\x : ) W
< n || >
| Add | | Remove | ‘ Edit |

Disable inheritance

| [ Replace all child object permission entries with inheritable permission entries from this object |

| oK || Cancel || Apply
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How to Override Folder Permissions with
File Permissions

It is possible to override access to a file within a folder that you do not have access to. In
our example, let’s say that you do not have access to “MyFolder”, but there is a specific file
within MyFolder called “MyFile” that you need access to. You can receive access to only
this specific file if you use the “Bypass Traverse Checking” security setting permission.

Bypass Traverse Checking is a setting that is assigned through Group Policy Settings.
Therefore, we won’t cover it in detail in this article.
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How to Override Folder Permissions with
Deny Permission

It is possible to override any permissions with a Deny Permission. In our example, lets say
that you do have modify access to “MyFolder” because of your membership in a specific
security group, and you are a member of a group that is denying permissions to a specific
file in that folder, you will not get access to this file.

Denying permissions overrides any other permissions a user might have. Consider, this is
not the recommended method of controlling access to resources.

oy ¢
[ﬁ NTFS Volume
Group
Sales_w
; Sales

Group
Sales_file2_dw

Deny write to File2

Bl NTFS permissions are cumulative
B File permissions override folder permissions
B Deny overrides other permissions

Example with Deny Permissions

In Figure above, John is member of Group Sales W and Group Sales_File2_DW. For
folder Sales John will inherit Write permissions from Group Sales_W. And John will inherit
Deny Write permissions for File2 from Group Sales_File2_DW.

The results are: John can read and write to File1. He can also read File2, but cannot write
to this file because he is a member of Group Sales_File2_DW, which grants Deny Write
permission to this file.
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